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Abstract

Digital Arrest has grown to be one of the most pressing law & order issues facing
the country in the last couple of years. Execution of these crimes involves a very
elaborate system whose contours stretch beyond borders and domains. Also, certain
vulnerabilities of both victims and our legal enforcement system are accentuating
this crime. This article analyses both sides: the contours of the system executing
these arrests and our inner webs exposing us to their illicit actions. Lastly, based
on recent policy responses, the article further explores potential approaches and
preventive frameworks aimed at mitigating this rapidly expanding phenomenon.
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Introduction

Recently, the Supreme Court of India, in a suo moto writ petition titled “In Re:
Victims of Digital Arrest related To Forged Documents” expressed disbelief over
the revelation that individuals across the country have collectively suffered losses
amounting to nearly ¥3000 Crore due to the digital arrests scam. The occurrence
of digital arrests is rising at a rate comparable to that of a pandemic. According to
the Home Ministry, the cases reported on the National Cybercrime Reporting
Portal have tripled between 2022 to 2024. Additionally, the total amount defrauded
has surged by an astonishing 21 times during the same duration. This situation
necessitates immediate action to mitigate the financial, psychological, and social
damages caused by this issue. To develop and implement effective measures, we
must first comprehend the contours of this crime and the inner complex webs that
hinder our ability to combat this escalating threat.

Expanding Contours

The contours of this crime extend beyond borders and are quickly changing over
time. A large network of scam operations is established in conflict-prone areas and
special economic zones throughout Southeast Asia, particularly in Myanmar and
Thailand, where government oversight is limited. Victims are enticed through
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deceptive job postings that promise attractive salaries and benefits, often involving
travel through Bangkok, taking advantage of visa-free entry policies. These
facilities serve as places where trafficked individuals are forced to engage in
sophisticated scams. According to 14C, between January 2022 and March 2025,
Indian authorities rescued 2,471 citizens from scam operations in Southeast Asia,
where they had been deceived by false job offers and coerced into engaging in
cybercrime.

Evolving Modus Operandi

Focusing on the methods used by offenders, these are also becoming increasingly
complex and difficult to identify. The majority of scam calls utilize Voice over
Internet Protocol (VolP) technology through applications like WhatsApp and
Skype. This complicates the ability to trace calls, especially when the servers are
located outside of India. Fraudsters use artificial intelligence to replicate voices or
generate fake video calls, convincingly impersonating officials. Recently, there has
also been a notable rise in the utilization of the dark web for perpetrating these
crimes. The dark web acts as a marketplace for stolen personal data, malware tools,
and other illicit activities. Additionally, scammers demand payment through digital
transactions such as UPL, cryptocurrency, or prepaid gift cards. The stolen funds
are frequently divided into smaller amounts, funneled through numerous accounts,
and ultimately transferred to offshore accounts for illegal purposes. This creates a
method of easy layering, allowing them to evade law enforcement.

These Digital Arrest Scams usually have “three lines”. In the first line, a fraudster
posing as an official like a bank representative contacts customers, informing them
of discrepancy. The caller advises the customers to file a police complaint and
offers to connect them to a higher official via WhatsApp or Skype. The fake police
officials, dressed in a proper khaki uniform represent the second line. They speak
in an intimidating manner and inform customers about a scam or crime committed
by them. Then comes the third line involving senior level officials who inform
customers of “Digital Arrest” and carry out further proceedings. Training given to
the victims is based on this three-line system and performance-based incentives are
also provided. With time, fraudsters are refining these methods and expanding to
new domains.

Webs Impeding at Individual Level

Having seen the contours of the supply side, it is now essential to understand our
inner webs which increase our vulnerability to these crimes. First, let us analyse our
vulnerability at the individual citizen level. As we saw, a common aspect of these
digital arrest scams is the almost constant appeal to authority: police and security
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forces; the judicial system and international organizations. It is this appeal to our
inherent respect for authority (Authority Bias) that enhances the effectiveness of
these scams. The repeated use of well-known public figures in various digital arrest
scams highlights the exploitation of another cognitive bias, Salience. Victims tend
to focus on a familiar name without questioning the likelihood of such a situation
occurring.

Socio-economic factors also affect how vulnerable a person is to cybercrime.
Individuals from disadvantaged economic backgrounds frequently do not have
access to cybersecurity training and resources. This absence of cybersecurity
education makes these communities more susceptible to exploitation by
cybercriminals. Age is also a vulnerability that accentuates exposure to these
scams. Senior citizens, especially those with minimal technological skills, are
at a greater risk of falling prey to cybercrime. This demographic is frequently
targeted by scams and phishing schemes because of their inadequate familiarity
with technology and their increased tendency to trust online interactions.

In line with the Law of Unintended Consequences, the resounding success of
Digitization in India has also given wings to these scams in various ways. In recent
years, focus on digitization and consequent success has convinced a fair share
of the population, especially elderly, that everything can be done electronically.
Digitization especially in the Criminal Justice system has lent perceptual legitimacy
to these digital arrests.

Webs Impairing the State Machinery

At the level of State, several loopholes leave us vulnerable to digital arrest. India’s
criminal justice system has multiple weaknesses that allow scammers to infiltrate.
Currently, “digital arrest” is not a crime specifically defined under the Bharatiya
Nyaya Sanhita, 2023 or the Information Technology Act, 2000. While several
provisions in existing laws are used to pursue prosecutions in these cases, there
isn’t a specific law addressing digital arrests. This absence of specialized legislation
hampers conviction rates. Additionally, most local police departments lack state of
art technological tools and expertise required to investigate intricate cyber frauds.
Some metropolitan authorities do possess required capacity and infrastructure but
small district-level enforcement agencies are mostly poorly equipped. Even after
identifying the suspects, the prosecution process is mostly delayed by complex
procedural requirements, such as synchronization between states, forensic vetting,
and the authentication of digital evidence. Thus, these webs at both collective and
individual levels, are restricting our ability to act while empowering this rapidly
growing threat.
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Framework to Counter the Digital Arrest Pandemic

Having understood the contours of the perpetrators and the webs impeding the
victims, we can proceed for developing strategies to combat this digital arrest issue.

® Tackling the Individual Vulnerability

To begin with, it is vital to tackle psychological vulnerabilities at the
individual citizen level. Initiatives to raise awareness and educate the public
should be expanded through SMS, social media campaigns, the Cyber Dost
initiative, the Sanchar Sathi portal and app, and digital displays in public areas
such as metro stations and airports, emphasizing cyber safety and security.
Additionally, systems should be put in place to bolster individuals’ critical
thinking skills when faced with potential digital arrest situations. For instance,
India’s telecom regulator could mandate that all communication services
include a warning that appears during extended calls regarding digital arrests.
From a behavioral standpoint, citizens need to overcome their natural bias
toward authority and cultivate a more open mindset regarding the actions of
law enforcement agencies, ensuring they verify any orders before placing their
trust in them.

® Legal and Policy Reforms

At the level of state, first we need to reform our legal and criminal justice
architecture. The proposed Digital India Act should have elaborate provisions
to tackle various intricacies of Digital Arrest Crime. Dedicated cybercrime
units should be established in each district, staffed with skilled digital forensics
professionals. Ongoing training and certification for law enforcement officials
handling cyber-related incidents should be made compulsory. India’s banking
regulatory authority could implement best practices like Singapore to prevent
fraudulent transactions. In Singapore, payment service providers are mandated
to prevent users from attempting to withdraw over 50 percent of a customer’s
account balance within a 24-hour timeframe.

® International Cooperation

We saw how the scope of these crimes extends beyond borders, as many
scammers operate from foreign locations using infrastructure diffused across
countries. Therefore, any single national effort is inadequate. Strengthening
international collaboration through Interpol, partnerships with CERT, and
Mutual Legal Assistance Treaties (MLATS) is essential for tracking, extraditing,
and prosecuting cybercriminals operating overseas. To address the issue of
international Voice over Internet Protocol (VoIP), a caller identification

Contours and Webs of Digital Arrest Pandemic m



Journal of Communications Finance
Volume II, Issue II, July-Dec 2025, pp. 44-49

verification system, such as the “Caller Name Presentation (CNAP)” suggested
by TRAI, is necessary to assist users in recognizing legitimate calls.

® Technological Solutions

Finally, as we emphasize the need to “fight fire with fire,” the solution to the
digital arrest epidemic partially lies within technology itself. It is essential to
create and deploy Al-powered tools like MuleHunter.Al that can monitor and
detect fraudulent activities in real-time, allowing for quick responses to new
dangers. We must regularly utilize and update antivirus software and firewalls
to identify and eliminate threats. On a governmental level, better-equipped
cyber forensic labs can enhance law enforcement’s capacity to analyze digital
evidence.

Conclusion

To put it together, digital arrest has transformed from a specialized crime targeting
particular individuals and using niche mediums into a widespread issue that is
rapidly changing and evolving at an unprecedented pace. Our shared vulnerabilities
are increasingly exposing us to criminal activity. We need to recognize these
challenges and take immediate action based on the aforementioned policy
measures. Only coordinated efforts across all levels can halt the proliferation of
this crisis and protect both the interests of innocent individuals and the governance
structure of the nation as a whole.
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